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1. Introduction and Scope of Application

This document describes a systematic diagnostic and repair methodology for complex
automotive electronic control system failures — specifically the category of case that standard
dealership and independent shop procedures frequently fail to resolve through conventional
diagnostic approaches.

The methodology integrates four technical domains into one operational framework: (1)
physical-layer CAN bus signal analysis using an oscilloscope; (2) component-level ECU repair —
replacing individual ICs on the control module PCB; (3) direct firmware recovery via
programmer connection to the memory chip, bypassing the OBD interface; and (4) post-repair
verification through full-system scan, OEM software coding, and road test under operating
conditions.

These domains are not typically addressed together within standard automotive training curricula
— ASE, I-CAR, or OEM technician programs. The methodology was developed through direct
work on cases where existing methods had been attempted and had not produced resolution.
Each referred case added to the approach.

1.1 Vehicle Types Covered

» Passenger vehicles with CAN bus architecture, model years 2003—present

*  European: BMW, Mercedes-Benz, Volkswagen Group (VW, Audi, Skoda, Seat)
« Japanese: Toyota, Lexus, Honda, Subaru

* American: General Motors, Ford, Chrysler/Stellantis

1.2 Failure Categories Addressed

+ CAN bus communication failures — partial or total network communication loss

+ ECU hardware failures — component-level damage to control module PCBs

» Firmware corruption — modules non-responsive via OBD interface

+  Water and moisture damage to electronic control modules

* Voltage event damage — jump-start spikes, alternator failures, short-circuit events
+ Failed prior programming attempts — modules locked or partially written

* Immobilizer system faults — VIN binding, ISN mismatch, key learning failures

*  Multi-module failures — cascading faults from a single shared infrastructure fault

1.3 Outside Scope
* Routine single-component failures with clear DTCs and available OEM replacement
parts
*  Mechanical failures — engine hardware, HVAC physical components, suspension
» Basic body electrical — lighting circuits, power windows, simple accessory systems



1.4 Methodology Development Background

This methodology was not designed in advance as a theoretical framework. It grew from a
recurring pattern observed across complex automotive electronic cases referred to UR AUTO
REPAIR LLC — cases that had already passed through standard diagnostic procedures, often at
multiple facilities, without resolution.

The recurring pattern was consistent. Vehicles arrived after dealership module replacement
sequences, after prior shops had run full DTC-based diagnostic cycles, after failed programming
attempts that left modules non-responsive, or after water events that caused electronics to be
written off as unrecoverable. In each of these categories, the actual root cause had not been
identified — because the tools and procedures used had no mechanism to locate it.

Across these cases, the same five technical gaps appeared repeatedly:

1. Standard OBD diagnostics identified symptoms but did not provide a mechanism to
locate physical fault sources on the network.

2. Dealership procedures escalated toward module replacement or harness replacement
without a method for finding the physical root cause.

3. Independent shops lacked bench-level electronics capability and were not equipped to
address component-level ECU damage.

4. Non-responsive modules — those that had lost OBD communication entirely — were
typically treated as permanently failed, with no practical recovery path available through
standard workflows.

5. Multi-module DTC patterns were interpreted as multiple independent module failures,
when in the majority of cases they were propagation artifacts from one shared
infrastructure fault.

The methodology was built to convert these recurring failure patterns into a repeatable diagnostic
and repair workflow. Each component of the methodology — physical-layer CAN bus analysis,
sequential node isolation, component-level ECU repair, direct firmware recovery, EEPROM/ISN
preservation, and final verification — was developed in direct response to a failure category that
standard procedures did not typically address.

The result is a system assembled from direct case experience, not derived from a training
curriculum or a manufacturer’s service manual. This origin is the reason the methodology
addresses failure categories not commonly covered by existing industry training — it was built
from those failures themselves.

2. How to Use This Manual

This manual is a technical reference and operational guide for automotive electronics
professionals. It is structured as a working methodology — not a product description. Read it as a
procedure that applies directly to the case in front of you.

Who should use this manual:



* Automotive electronics technicians handling cases that standard OBD diagnostics has not

resolved

+ Shop owners and technical leads evaluating referred complex electronic failures
+ Technical educators covering advanced automotive electronics beyond standard

certification curricula

Required baseline knowledge:

» Familiarity with OBD diagnostics and DTC interpretation
« Basic oscilloscope operation — probe connection, time base and voltage settings, trigger

setup

+ Automotive CAN bus fundamentals — CAN-H, CAN-L, termination resistance, network

topology

This manual does NOT replace standard OBD diagnostics for routine cases.

It addresses the specific failure category that standard methods frequently fail to resolve. If a
case can be diagnosed and resolved with standard scan tool procedures, use those procedures.
This methodology applies where standard procedures have reached their limit.

How to navigate for a specific case type:

Case Type

Where to Start

Network-wide communication loss, no modules
responding

Section 6.3 — Node Isolation Protocol

Single module absent, bus signal normal

Section 7 — Bench Assessment

Module non-responsive to OBD after voltage event
or programming attempt

Section 9 — Firmware Recovery

Water damage to ECU — module responding or not

Sections 7 — 8 — 8.4 (Bench + Repair + Coating)

Multiple simultaneous DTCs across many systems

Section 6.1 — CAN Measurement first (single connector
root cause suspected)

Immobilizer fault after battery event

Section 10, Case 10.5 — ISN Mismatch

Voltage spike damage (jump-start, alternator)

Section 7 — 8 (Bench Assessment + Component Repair)

Unknown or complex case — first encounter

Follow master algorithm in full: Section 5

3. Learning Objectives

After studying and applying this methodology, a qualified technician will be able to:

6. Identify when standard OBD-based diagnostics is insufficient and what the correct

alternative approach is




10.

11.

12.

13.

14.

15.

16.

17.

Connect an oscilloscope to the CAN bus and record a valid baseline waveform before
using any scan tool

Interpret CAN-H/CAN-L waveform findings and map each finding to the correct
diagnostic action

Apply the sequential node isolation protocol to locate a physical bus fault in a single
diagnostic session

Distinguish between wiring faults, connector faults, module hardware failures, and
firmware corruption using oscilloscope and OBD data together

Evaluate a removed ECU at component level: assess solder joint integrity, identify
damaged ICs by package type, and determine repair viability

Perform component-level PCB repair — remove and replace QFP, SO-8, and BGA
integrated circuits using proper thermal profiles and microscope-based verification

Read firmware from an EEPROM or Flash chip using an in-circuit programmer, save a
complete backup, and evaluate firmware integrity in a hex editor

Restore corrupted firmware using Bench mode or Boot mode access, preserving
EEPROM data (VIN, ISN, calibration) throughout the process

Complete required OEM software coding and adaptation after module repair, using the
correct software for each vehicle make

Verify a completed repair through full-system OBD scan, oscilloscope CAN waveform
confirmation, and road test under operating load

Recognize and avoid the most common diagnostic errors in complex electronic cases



4. Why Standard Diagnostics Fails on Complex Cases

Standard automotive diagnostics operates at the software layer. A scan tool retrieves DTCs; the
technician maps codes to probable causes; parts are replaced until codes clear. For single-
component failures with clear DTC-to-cause mapping, this model is efficient and sufficient. It
fails on complex cases because of one structural limitation: DTCs describe what the network
experienced — not what caused it.

Example: DTC P0600 — 'Serial Communication Link Malfunction'
This code can be generated by any of the following:
— The module itself (hardware or firmware failure)
— Its harness connector (corrosion, terminal damage, push-back)
— The wiring between connector and module (open, short, chafe damage)
— The power supply the module depends on (fuse, relay, voltage drop)
— A termination resistor fault affecting the entire network bus
— Another node on the network holding the bus permanently dominant

Without physical-layer analysis, these causes are generally not distinguishable from one another through
standard OBD-based methods alone.

In complex multi-system failures, the replacement sequence can run to $3,000—$8,000 in parts
without producing resolution. Cases are commonly declared unresolvable, or escalated to full
harness replacement at $10,000-$15,000 — which may still not locate the actual fault.

4.1 The Training Gap

Standard automotive training programs do not commonly cover the techniques required to
resolve complex electronic cases at this level. The gap is not a curriculum oversight — it reflects
the industry operating model where a faulty module is replaced, not repaired:

« ASE LI/ A6: OBD scan tool-based diagnosis to component level. No physical-layer
network analysis, no PCB repair, no firmware recovery.

+ [-CAR programs: collision repair and structural work; ADAS recalibration post-repair.
No complex ECU diagnostics.

*  OEM Technician Programs (BMW STEP, Mercedes-Benz Star Technician, Toyota T-
TEN): use of OEM scan tools and OEM service procedures. Component-level repair and
firmware recovery are generally outside the scope of these programs — they are not
typically included as steps in standard OEM service workflows.

These programs represent the standard technical boundary of common industry practice. This
methodology addresses the failure categories that fall beyond that boundary.



5. Master Diagnostic Algorithm

Every case follows this algorithm regardless of vehicle make, symptom presentation, or prior
repair history. It produces a structured decision sequence that locates the fault source and
determines the repair path, typically within a single diagnostic session.

5.1 Sequential Algorithm — All 12 Steps

Step 1. Client Technical Interview
Collect: symptom onset (sudden or gradual), battery events (jump-starts, replacement,
charging), water exposure history, prior repair attempts and findings, prior programming
attempts. The history contains diagnostic information no scan tool captures. A module that
failed immediately after a jump-start is a fundamentally different case from one that
degraded gradually — even if both present identical DTCs.

Step 2. Pre-Scan Documentation
Before connecting any tool: photograph ECU locations, connector faces, wiring routing
near suspected areas. Record VIN, mileage, all active warning lights, all inoperative
systems. This baseline is required for post-repair comparison and case file documentation.

Step 3. CAN Bus Physical Layer Measurement
Connect oscilloscope to CAN-H (OBD pin 6) and CAN-L (OBD pin 14) BEFORE any
scanner connection. Record waveforms with ignition ON and engine running. The
oscilloscope shows what the network is doing — not what modules are reporting. Detailed
protocol in Section 6.1.

Step 4. Full System OBD Scan

After oscilloscope baseline is recorded: retrieve all DTCs from all accessible modules.
Record complete DTC list with freeze frame data. Record which modules are
communicating and which are absent. Do NOT clear codes at this stage.

Step 5. Decision Point A — Network Status
Evaluate oscilloscope data and OBD scan results together. Full decision tree in Section 5.3.

Step 6. Decision Point B — Module Status

Applies only when network communication is confirmed normal. Evaluate the specific
module's OBD response and DTC pattern. Full decision tree in Section 5.4.

Step 7. Module Bench Assessment

Remove affected module(s). Conduct full evaluation under microscope: board integrity,
solder joint condition, firmware state, component-level damage. Full procedure in Section
7.



Step 8. Repair Execution
Three possible paths: (a) component replacement on PCB — Section 8; (b) firmware
recovery via direct chip access — Section 9; (¢) connector/wiring repair based on node
isolation finding. Paths (a) and (b) may be combined when both hardware and firmware
damage is present.

Step 9. Reinstallation and OEM Software Coding
Reinstall repaired module. Execute all required coding and adaptation using appropriate
OEM software: DTS Monaco/Vediamo (Mercedes-Benz), ISTA/INPA (BMW), ODIS
Engineering (VW Group), Techstream (Toyota/Lexus), IDS (Ford), GDS2/MDI2 (GM).

Step 10. Full System Post-Repair Scan

Scan all modules. Confirm all pre-repair DTCs resolved. Confirm no new DTCs introduced
by repair. Document final scan.

Step 11. Road Test Under Operating Conditions
Minimum 20 minutes: highway segment (60+ mph) to confirm bus stability under thermal
load; stop-and-go to confirm module communication under variable electrical load; full
electrical load active (AC, lights, audio, heated seats). Latent failures in this repair category
may not surface under bench conditions — real operating conditions apply thermal load,
vibration, and variable electrical demand that bench testing does not replicate.

Step 12. Case Documentation
Written repair summary: fault found, root cause, repair performed, modules addressed,
parts replaced. Provide pre- and post-repair DTC scan reports to client. Retain in case file:
oscilloscope screenshots, microscope photos, firmware backup file, both scan reports.



5.2 Workflow Diagram

The diagram below shows the complete decision flow from case start to closure. Each path leads
to one of four repair outcomes: (W) wiring/connector repair, (C) component repair, (F) firmware
recovery, or combination.

START: Client interview + vehicle documentation

v
[Step 3] Oscilloscope to CAN-H / CAN-L ---- waveform recorded
[Step 4] Full system OBD scan ---- after oscilloscope

+---—-- BUS SIGNAL OK? -+

INO [YES
v v
Node Isolation All modules present?
(Section 6.3) INO |[YES
v v

|

+--- Faultin  Bench  OBD coding
connector/  Assess. correction?
wiring? (Sec.7) |YES |NO

|
|
| [YES [NO | v \
| v v | Code & Bench
| Repair Bench | Adapt Assess.
| Assess. | (Sec.7)
| (Sec.7) | |
oo BENCH FINDING------ +
|
+ + +
| | |
v v v
Component Repair Firmware Recovery Both (C then F)
(Section 8) (Section 9) Sections 8+9
| | |
+ + +
|
v

[Steps 9-12] Reinstall -> OEM coding -> Post-repair scan -> Road test -> Document

5.3 Decision Point A — Network Communication Status

Evaluate oscilloscope waveforms and OBD scan simultaneously. Apply the first matching
condition:

IF Waveforms within spec, all modules responding via OBD — Network healthy.
Proceed to Decision Point B (Section 5.4).



IF Signal present but degraded: amplitude <1.5V differential, distorted waveform —
Physical bus fault. Execute Node Isolation Protocol (Section 6.3). Do not proceed to module
assessment until physical fault is located.

IF Bus held constant dominant: CAN-H ~3.5V, CAN-L ~1.5V continuously, no
transitions — A node is holding the bus low — shorted driver IC or wiring short. Execute
Node Isolation to identify which node. Connector/wiring fault found: repair. Module pulling
bus: Bench Assessment.

IF No signal at all — both channels flat or at rail voltage — Check OBD port power (pin
16 battery, pins 4/5 ground). If port powered: bus open circuit or all nodes unpowered.
Trace power supply. Execute isolation.

IF Multiple modules simultaneously absent from network — CRITICAL: do NOT
proceed to individual bench assessments. Multiple simultaneous failures are almost never
independent — they share one infrastructure fault (bus, power, ground). Execute Node
Isolation first. Replacing multiple modules for a single wiring fault is the most costly and
common error in this case category.

IF OBD scanner cannot connect, but oscilloscope shows bus activity — Gateway
module failure. Bench Assessment on gateway.

5.4 Decision Point B — Individual Module Status

Applies when network communication is confirmed normal and a specific module is the
problem:

IF Module responds, DTCs present, system functions intact — Code-level fault.
Attempt coding correction with OEM software. If resolved: close case. If not: Bench
Assessment.

IF Module responds, abnormal firmware behavior: inconsistent DTCs, random faults
across unrelated systems — Firmware corruption suspected. Bench Assessment —
firmware evaluation required before any repair attempt.

IF Module non-responsive to OBD — no ping, absent from network scan — Bench
Assessment required. Direct chip-level firmware access will be needed.

IF Module responds intermittently — present on some ignition cycles, absent on others
— Suspect: cold solder joint, temperature-sensitive component, intermittent power. Bench
Assessment with thermal cycling.



5.5 Decision Matrix — Quick Reference

Map your finding directly to the required action and relevant section. Use this table during live

diagnosis.
Finding Interpretation Required Action Section
Bus held constant dominant | Node pulling bus Node Isolation Protocol | Section 6.3
(no recessive transitions) low: shorted driver
IC or wiring
CAN-H/CAN-L amplitude Partial short or weak | Node Isolation Protocol | Section 6.3

<1.5V differential

driver IC on bus

Termination resistance >120
Q

Terminator missing
or open-circuit

Locate terminator,
measure, replace

Section 6.1, Step 6

Bus signal normal; module
absent from OBD scan

Module-internal
failure (hardware or
firmware)

Remove module, Bench
Assessment

Section 7

1540 DTCs across many
systems simultaneously

Single shared
infrastructure fault

CAN waveform + Node
Isolation first

Sections 6.1, 6.3

Module responds but
produces incorrect behavior /
cross-system DTCs

Firmware corruption
— partial or full

Bench Assessment +
Firmware Recovery

Sections 7, 9

Module fully non-responsive
to OBD

Firmware missing or
corrupted boot sector

Bench Assessment +
Firmware Recovery via
chip

Sections 7, 9

Water exposure history;
ECU damaged

Component
corrosion on PCB

Bench Assessment +
Component Repair +
Coating

Sections 7, 8, 8.4

Voltage event (jump-start,
alternator failure)

Surge-damaged
driver IC or
processor

Bench Assessment +
Component Repair

Sections 7, 8

Failed prior programming
attempt; module non-
responsive

Incomplete firmware
write — boot sector

Bench Assessment +
Firmware Recovery

Sections 7, 9

Immobilizer warning; key
not recognized after battery
event

ISN mismatch in
DME or immo
module EEPROM

EEPROM comparison +
ISN restore

Section 10, Case 10.5

Intermittent fault; appears
under heat or vibration

Cold solder joint or
thermally-sensitive
component

Bench Assessment with
thermal cycling +
microscope

Section 7.2




6. CAN Bus Physical Layer Diagnostics

6.1 Measurement Protocol

Required equipment:
* Oscilloscope, 2-channel minimum, 10 MHz bandwidth, 100 MS/s sampling rate
« Standard probes with ground clips — both grounds referenced to same point
* OBD breakout T-adapter or dedicated test harness
+ Digital multimeter with 0.1 Q resolution
* Vehicle wiring diagram with CAN bus node map

Step 1. Physical connection
Connect CHI probe tip — OBD pin 6 (CAN-H). Connect CH2 probe tip — OBD pin 14
(CAN-L). Connect both probe ground clips — OBD pin 4 (chassis ground). Both probes
must share the same ground point to avoid common-mode noise in measurements.

Step 2. Scope settings

Time base: 20 ps/div for HS-CAN (500 kbps); 80 ps/div for MS-CAN (125 kbps). Voltage:
1 V/div per channel. Trigger: CH1 rising edge, threshold 2.5 V. Optional: math channel
CHI — CH2 to display differential signal directly.

Step 3. Ignition ON / engine OFF baseline

Ignition key ON, engine not running. Record waveform 10 seconds. Save screenshot.
Observe: is the bus active or silent? Do modules initialize in sequence?

Step 4. Engine running measurement
Start engine. Record waveform 10 seconds. HS-CAN should show dense continuous traffic
at 500 kbps. Sparse traffic during engine running = some modules not transmitting.

Step 5. Voltage measurements
Measure with scope cursors or DMM in AC+DC mode: CAN-H dominant voltage:
target 3.5 V+0.2V  CAN-L dominant voltage: target 1.5V +£0.2 V  Differential
amplitude: target 2.0 V +£0.3 V dominant Recessive voltage both lines: target 2.5 V
+0.15 V' Record all values. Deviations indicate specific fault types — see Section 6.2.

Step 6. Termination resistance check
Ignition OFF. Disconnect battery negative terminal. Wait 30 seconds for capacitors to
discharge. Measure resistance CAN-H to CAN-L at OBD pins 6 and 14.  Target: 60 Q +5
Q (two 120 Q terminators in parallel). Above 120 Q: one or both terminators missing or
open-circuit. Below 55 Q: extra current path, partial short, or faulty node input
impedance.



6.2 Waveform Interpretation Reference

Waveform Finding

Most Likely Cause

Action

Amplitude <1.5V
differential; signal
otherwise present

Partial short CAN-H to CAN-L,
or a node with weak/degraded
driver IC reducing bus
amplitude

Execute Node Isolation. Amplitude normalizes on
node disconnect: driver IC in that node suspect.
Amplitude improves on wiring section isolated:
wiring short.

Bus held constant
dominant — no
transitions

Node driver IC shorted (hard
dominant) or wiring short to
battery/ground

Execute Node Isolation. Bus returns to recessive on
node disconnect: that node is the source. Bench
Assessment on that module.

Recessive state missing
or at wrong voltage
level

Termination resistor fault
(wrong value or open) or
impedance mismatch from
damaged wiring stub

Measure termination resistance. Inspect wiring for
stub branches, splice damage, added incorrect
resistance.

Intermittent signal
drop during testing

Corroded connector with
intermittent contact; wire with
damaged insulation
intermittently grounding;
temperature-sensitive cold
solder joint in a node

Execute Node Isolation with flex/wiggle stress test.
Waveform loss on flex = that connector or wire
segment.

Signal normal and
within spec; specific
module absent from
OBD

Module-internal failure — bus
physical layer is healthy; fault is
within the module

Do not continue network-level isolation. Proceed
directly to Bench Assessment on the absent module.

Both channels flat — no
signal

Open CAN line between
terminators, or power loss to all
network nodes simultaneously

Check OBD port power (pin 16, pins 4/5). If port
powered: probe bus at multiple harness points to
locate the open. Check network fuses and relays.

CAN-H and CAN-L
both at 2.5V —no
traffic

Bus in recessive state; all nodes
may be unpowered or all nodes
went to bus-off state after a fault
event

Check power supply to each network node. Try
key-cycle and re-test.

6.3 Sequential Node Isolation Protocol

This protocol locates the physical source of a CAN bus fault by observing how the bus signal
responds to each node disconnection — not by replacing nodes one by one. This approach is
generally outside the scope of standard OEM service procedures and is not commonly addressed
in standard dealership training curricula.

! Confirm fault state is active on oscilloscope before beginning disconnection sequence.

! If fault is intermittent — wait for it to appear. Do not start on a healthy bus.

! Disconnect the full harness connector — not just the module or ECU body.

! Reconnect each node before moving to the next unless it is confirmed as the fault source.

Step 1. Prepare node list




From vehicle wiring diagram: list all nodes on the affected bus segment, ordered most
suspected first (based on client history, DTC pattern, physical proximity to symptoms).

Step 2. Confirm fault state active

Ignition ON, oscilloscope recording. Fault must be active and stable before beginning. If
intermittent — wait. Do not proceed on a healthy bus.

Step 3. Disconnect first node

Unplug the full harness connector at the first node. Observe oscilloscope immediately after
disconnection.

Step 4. Evaluate signal response — apply first matching condition

IF Signal normalizes on disconnection — Fault source found (or on fault path). Note
which node. Reconnect. Proceed to Step 5.

IF Signal unchanged — Not this node. Reconnect. Move to next node on list. Repeat Step
3.

IF Signal worsens on disconnection — Compensating node — was partially stabilizing
another fault. Note. Reconnect. Continue isolation.

IF All nodes exhausted, signal unchanged throughout — Fault is in bus backbone
wiring, not in any node. Inspect harness for chafe points, pinch damage, water entry, splice
failures.

Step 5. Probe fault connector (when node identified)
Once fault node identified and bus normalized with that node disconnected: probe the
harness connector on the vehicle side. Check: visible corrosion or oxidation on CAN-
H/CAN-L terminals; terminal push-back or deformation; resistance CAN-H to CAN-L at
connector pins (target: open circuit, >1 MQ); CAN-H and CAN-L to chassis ground
(target: open, >1 MQ).

Step 6. Close case or escalate

Connector fault found and repaired: run full Section 6.1 measurement to confirm bus is
fully normal. Proceed to Step 9 of master algorithm. Connector clear: fault is internal to
module. Proceed to Section 7 (Bench Assessment).

6.4 Common Physical Fault Patterns

These five patterns account for the majority of complex CAN communication failures resolved
by this methodology:

Corroded multi-pin connector (most common in all climates)



Moisture enters connector body, causes electrochemical corrosion on CAN-H and CAN-L
terminals. A single connector can simultaneously short CAN lines to each other and to
ground. Appears as permanent dominant-held bus or severe amplitude degradation.
Resolution: terminal cleaning, re-termination, connector replacement, seal against moisture
re-entry.

Chafed harness at flex point
Found at door jambs, engine bay routing near hot components, under-vehicle harness
touching the frame. CAN-H or CAN-L insulation worn through, creating intermittent short

to chassis ground. Symptom is intermittent — appears under vibration or heat. Resolution:
identify chafe location by flex/wiggle test during isolation. Repair or reroute.

Failed termination resistor
One or both 120 Q terminators open-circuit or drifted in value. Results in: abnormal
recessive voltage, amplitude variations, increased susceptibility to electrical interference.
Produces progressive degradation, not sudden failure. Resolution: locate (typically in
gateway module and one end-node), measure, replace.

Water-ingress-damaged connector near firewall
Moisture enters through firewall grommets and collects in low-point connectors. Combined
with road salt, creates highly conductive paths across all connector terminals
simultaneously. Produces multi-system failures, often mistaken for multi-module hardware
failure. Resolution: clean all connectors in affected section, seal grommets, apply dielectric
grease.

Module with shorted CAN driver IC holding bus dominant
Failed driver IC output creates hard short from CAN-H to battery voltage or CAN-L to
ground. Identified by: bus held constant dominant; fault resolves immediately when that

module's connector is disconnected. Resolution: Bench Assessment — replace CAN
transceiver IC (TJA1040, TJA1050, or equivalent).



7. Module Bench Assessment

7.1 Equipment Required

« Binocular stereo microscope, 10x—40x magnification, ring illumination

+ Ultrasonic cleaning tank with automotive-grade electronics cleaning solution (non-
corrosive, no halogenated solvents)

* Deionized water for post-clean rinse

« Temperature-controlled oven or hot plate, 60°C capable

» Hot air rework station, 50-480°C, airflow-controlled

» Precision soldering station, temperature-controlled

+ EEPROM/Flash programmer: MiniPro TL866-I1 Plus, RT809H, or Xhorse VVDI Prog
* In-circuit programming clips: SOIC-8, TSOP-32/48

+ Bench power supply, 0-30V, 0-10A, current-limited with adjustable trip

+ Digital multimeter, 0.1 Q resolution

« ESD mat and wrist strap — mandatory for all bench work. ESD damage to CMOS
components is typically not visible under inspection and generally produces permanent
degradation or failure.

7.2 Assessment Procedure

Step 1. External documentation
Photograph module exterior, connector face, housing condition, any visible damage or
water ingress marks. Record module part number and hardware version. This documents
the as-received state.

Step 2. Disassembly and PCB documentation

Disassemble housing. Photograph PCB front and back before any cleaning. Contamination
patterns and watermarks are diagnostic information.

Step 3. Ultrasonic cleaning (if water damage present or suspected)
Mandatory when water exposure is present or suspected — surface contamination conceals
actual damage. Mask connector pins. Immerse PCB in ultrasonic cleaning solution at 40°C
for 15-20 minutes. Rinse with deionized water. Dry in oven at 60°C minimum 45 minutes.
Do NOT proceed to electrical work until board is fully dry.

Step 4. Systematic microscope inspection

At 10x-20x for overview, then 30x—40x for detail: inspect all solder joints by quadrant.
Flag: cracked joints (dark ring around pad), lifted pads, corrosion residue (green or white),
burn marks (brown/black discoloration), cracked IC packages, swollen capacitors.

Step 5. IC identification for targeted testing



Identify and record part numbers of: power management driver (QFP, SO-8, SSOP), CAN
transceiver (SO-8 — common types: TJA1040, TJA1050, SN65HVD232), main processor
(BGA or large QFP), external EEPROM (SO-8, common: 24C02-24C256 series), external
Flash memory (TSOP or BGA, common: 25Q SPI Flash or 29F parallel Flash).

Step 6. Powered electrical assessment
Apply 12V bench power, current limit 1.5A initially. Measure steady-state current draw.
>3 A draw: hard short on power supply rails — locate shorted component before proceeding.
0.1-1.5A: normal range — note baseline for post-repair comparison. <10mA: likely open
circuit in power input stage — check PCB fuse, input protection components.

Step 7. Firmware state evaluation
Connect programmer to EEPROM/Flash chip in-circuit. Save complete binary backup to
file before any evaluation — mandatory. Evaluate: compare against known-good reference
for same module part number and hardware revision; check for blank (0xFF or 0x00)
sectors in wrong locations; checksum mismatches; EEPROM region (VIN, calibration)
intact or corrupted.

Step 8. Documented finding and repair decision
Compile written assessment: damaged ICs with part numbers, firmware state verdict, PCB
trace integrity, estimated repair path. Apply decision framework below.

7.3 Repair Decision Framework

IF PCB intact, specific failed component identified, replacement available — Section
8 (Component Repair). Estimated cost: 20-30% of OEM module replacement price.

IF PCB intact, firmware corruption only — no hardware damage — Section 9
(Firmware Recovery). No component replacement required. Estimated cost: $300-$800.

IF PCB intact, hardware damage AND firmware corruption both present — Section
8 first, then Section 9. Both must be completed before reinstallation.

IF Surface trace damage limited to top layer, <20% of trace network — Micro-wire
jumper bridges over damaged traces. Then component repair and/or firmware recovery as
indicated.

IF Multi-layer PCB damage, inner layers compromised, >20% of trace network —
Evaluate trace repair feasibility. If not viable: document findings for client, recommend
OEM replacement.

IF Physical destruction: burned substrate, cracked PCB, multiple shattered BGA
packages — OEM replacement required. Documented exception category — a small



minority of referred cases; the majority of physical destruction findings involve externally
visible damage that is identifiable at intake.

8. Component-Level ECU Repair

8.1 Technical Overview

Component-level ECU repair means replacing individual failed integrated circuits on the control
module's printed circuit board — not replacing the module assembly. The repair target is typically

one IC: a power management driver, CAN transceiver, processor, or memory chip.

The original module retains its factory firmware, VIN identifiers, ISN, and all customer
adaptation values throughout the repair. In most cases, when the original module is reinstalled,
the vehicle can accept it without additional dealer-level coding. A replacement OEM module
typically requires coding before the vehicle will accept it — an additional cost and time step that
component-level repair avoids.

Repair cost is driven by the failed component's part cost ($4—$40 per IC), not the module
assembly cost ($1,500-$4,500). This is the economic foundation of the 20-30% cost ratio.

8.2 IC Package Types and Removal Techniques

memory, FPGA

(120s) — ramp 220°C (60s) —
peak 240°C (30s) — controlled
cool. Remove with vacuum pen at
peak. X-ray inspection
recommended after placement.

Package Typlc'al E.CU Removal Technique Pad Preparation
Application
QFP (Quad Flat | CAN transceiver, power | Preheat board 100—120°C (3 min). | Solder wick + flux all pads.
Package) stage drivers, secondary | Hot air station, matched nozzle, Microscope verify: bare
processors 290-320°C. Apply flux all leads. copper, no bridges, no lifted
Circular airflow until all leads pads.
reflow simultaneously. Remove
with vacuum pen — no prying.
SO-8/SSOP/ EEPROM, small power | Hot air 260-290°C or dual-iron Wick both pad rows. Verify
TSSOP regulators, gate drivers, | drag soldering. Short dwell time — | pin | orientation before
reference voltage ICs thermally sensitive packages. placement.
BGA (Ball Grid | Main MCU/processor, BGA rework station required. Reball with original ball
Array) high-density Flash Thermal profile: preheat 150°C composition. Pre-tin pads

lightly. Same thermal profile.
X-ray to verify joint
formation.

Through-hole
(PTH)

Large capacitors, relay
drivers, connectors,
legacy components

Desoldering pump or braid. Apply
fresh flux. One pin at a time.

Verify hole is fully clear
before inserting replacement.

8.3 Replacement Procedure — Step by Step

Step 1. Documentation before removal




Photograph component location. Record all markings: part number, date code, lot code, pin
1 orientation.

Step 2. Verify replacement is in hand
Before removing the failed component: confirm exact part number match or verified
compatible with identical electrical specifications. Never remove a component before the
replacement is ready.

Step 3. Board preheat
Hotplate 100—120°C, 3 minutes. Thermal equalization before higher-temperature rework
reduces stress and prevents board warping.

Step 4. Component removal

Technique per package type (Section 8.2). Apply flux before and during removal. Never
use mechanical force to separate an incompletely reflowed component — this lifts pads.

Step 5. Pad cleaning and microscope inspection
Solder wick + flux all pads. Microscope at 30x—40x: bare copper pad, no solder bridges
between pads, no lifted pad edges, no trace damage.

Step 6. Flux application and placement
Fresh flux to cleaned pads. Place replacement. Verify: pin 1 alignment (QFP, SO-8),
thermal pad orientation (QFP power ICs), BGA ball alignment.

Step 7. Reflow
Hand iron 320°C drag technique, 1 second contact per pad maximum (QFP, SO-8). Full
BGA rework station thermal profile (Section 8.2).

Step 8. Post-solder microscope inspection
30x—40x: uniform fillet on all joints, concave meniscus shape, matte silver finish. Reject
criteria: dull/grainy appearance (cold joint), bridging between adjacent pads, any pad not
wetted.

Step 9. Powered verification
Apply 12V, 1.5A current limit. Compare current draw to pre-repair baseline. Within 20%:
proceed. Elevated current: short introduced during rework — inspect under microscope and
correct.

8.4 Conformal Coating — Water-Damaged Boards

After all component replacement and firmware work on any board with water exposure history:
apply conformal dielectric coating before reinstallation. This step adds a controlled protective



layer to the repaired board. For water-damaged boards, conformal coating is applied as a post-
repair protective measure to reduce the risk of repeated moisture-related failure in the repaired
areas.

Step 1. Masking

Mask all connector pins and wiping-contact components with tape or masking plugs.
Incomplete masking causes intermittent electrical faults that are difficult to trace post-
reinstallation.

Step 2. Application

Apply acrylic dielectric coating by brush or spray to both board surfaces. Achieve uniform
thin coverage — not pooled. Two thin coats are better than one thick coat.

Step 3. Cure

24 hours at room temperature, or 1 hour at 60°C. Full cure required before any electrical
testing or reinstallation — uncured coating may have residual conductivity.

Step 4. UV inspection

Under UV lamp: verify uniform coverage. Acrylic conformal coatings fluoresce blue-white
under UV. Mark and spot-coat any bare areas on critical circuit paths.



9. Firmware Recovery

9.1 When Firmware Recovery Is Required

Firmware recovery is required when a control module does not respond to OBD communication
—no DTC retrieval, no ping response, no connection via any scanner. This state results from:

+ Voltage event during module operation: jump-start spike or alternator surge corrupts a
Flash memory write in progress

«  Water ingress while module is powered: electrolytic short between memory chip pins
during an active write cycle

+ Failed programming attempt by previous technician: power loss, wrong firmware file, or
communication drop during OBD-based flash procedure

» Failed OEM update procedure: same mechanism via dealer tool

The standard industry response is module replacement — because no practical OBD-level
recovery path is generally available when a module cannot respond to interface commands. This
methodology bypasses the OBD interface entirely by connecting directly to the memory chip,
independent of whether the processor is functioning.

9.2 Bench Mode and Boot Mode
Bench Mode:

The module is powered on the workbench via a breakout harness. The programmer connects
directly to the memory chip via a clip or probe — no OBD port, no vehicle network. The
programmer communicates via the chip's native protocol (SPI, I12C, or parallel), which operates
independently of the processor's firmware state. Used for all external memory chips.

Boot Mode:

A hardware feature built into many automotive MCU processors. Driving specific pins to defined
logic levels during power-up forces the processor into a factory bootstrap state that allows direct
read/write to its internal Flash via UART, SPI, or JTAG — bypassing main firmware entirely.
Used when the processor's internal Flash is corrupted. Boot mode pin access may require fine-
wire connections to BGA pads or TQFP pins under microscope.

9.3 Recovery Procedure — Step by Step

Step 1. Memory chip identification

Identify chip type from board photos and chip markings.  SPI Flash: 25Qxxx, W25Qxxx
(Winbond), MX25Lxxx (Macronix), S25FLxxx (Cypress) 12C EEPROM: 24Cxxx,
AT24Cxxx (Microchip), M24Cxxx (STMicro)  Parallel Flash: 29Fxxx, 28Fxxx,
AM29LVxxx Record chip type, package, and pinout before selecting programmer.

Step 2. Programmer selection



Universal programmers (MiniPro TL866-1I, RT809, TNM5000): standard SPI/I2C/parallel
protocols. OEM-specific (Xhorse VVDI Prog, Abrites, CGDI): vehicle-specific sequences
including encrypted memory. Configure for exact chip model — not a generic compatible.
Verify pinout in programmer software before connecting.

Step 3. Physical connection to chip
Preferred: in-circuit clip. Chip stays soldered on board. SOIC-8 clip for SO-8 packages,
TSOP clip for larger packages. Alternative when clip connection is unstable: desolder chip
and mount in programmer socket. Verify: programmer detects chip without errors; check
clip seating; verify 3.3V vs 5V logic level for chip type.

Step 4. Read existing firmware — backup
READ entire chip contents. Save binary file with descriptive filename (VIN, date, module
name). Do not proceed until backup is confirmed saved and file size matches chip capacity.
The backup preserves all current data — including VIN, ISN, calibration, adaptation values
— which may be recoverable even from a partially corrupted image.

Step 5. Firmware analysis
Open chip dump in hex editor. Compare against known-good reference file for same
module part number and hardware revision. Identify corruption type:  Boot sector (first
0x1000—-0x10000 bytes): blank or invalid — processor cannot start ~Firmware regions:
partially blank (OxFF fill) — interrupted write event ~Checksum blocks: mismatched —
content corrupted EEPROM region: if VIN and calibration data intact — preserve
exactly

Step 6. Write strategy — apply the first matching condition

IF Partial corruption, boot sector intact, EEPROM data region intact — Write only
corrupted sectors. Preserve EEPROM data region exactly — overwriting it erases VIN and
calibration data.

IF Boot sector corrupted, external Flash memory — Write complete firmware image.
EEPROM data from backup must be restored before or after full write.

IF Boot sector corrupted, processor internal Flash — Boot mode or JTAG access
required. Connect to processor boot pins. Write complete firmware image via bootstrap
protocol. Processor-specific sequence.

IF Complete erase or random data — catastrophic write failure — Write complete
known-good firmware image. EEPROM data: restore from backup if recoverable; or
program from matching reference with appropriate VIN/ISN adjustment.

Step 7. Write and verify
Write the corrected image per selected strategy. After write: immediately READ chip
again. Compare read-back byte-by-byte against intended write file. Any discrepancy =



write error — identify cause (power fluctuation, clip connection, programmer error) and
repeat. Do not proceed if verification fails.

Step 8. OBD communication test
Reconnect module to vehicle or to bench test harness. Attempt OBD ping. Module should
respond within normal timeout. If no response: check power and ground connections
before re-assessing firmware state. Successful OBD ping confirms boot sequence is
executing correctly.

Step 9. OEM software coding and adaptation
Execute all required sequences: VIN programming if lost; module identification coding; all
adaptation runs required by OEM procedure for this module type; key re-learning if
immobilizer module was recovered.

Step 10. Post-recovery scan

Full system OBD scan. Clear DTCs set during recovery process. Confirm no new active
faults. Proceed to road test.

9.4 EEPROM Data Preservation

The EEPROM region stores vehicle-unique data: VIN, ISN for immobilizer pairing, factory
calibration offsets, and customer adaptation values. This data must survive any firmware
recovery operation intact.

! Never overwrite the EEPROM data region with blank or generic values.

! If EEPROM region is corrupted: backup from Step 4 may contain recoverable data.

! If data cannot be recovered from backup: VIN from BCM or cluster; ISN from immo module — can be
reprogrammed.

! Lost calibration and adaptation data requires re-running vehicle adaptation procedures after reinstallation.




10. Typical Case Scenarios

Each case is documented in a standard teaching format: Vehicle, Presentation, Prior History,
Diagnostic Steps, Root Cause, Repair, Verification, Why Standard Practice Failed, What the
Case Demonstrates.

10.1 CAN Bus Communication Failure — Full Network Loss

Vehicle: 2013 Toyota Sienna

Presentation: Complete loss of communication across all modules. OBD scanner shows zero modules
responding. Vehicle fully inoperative.

Prior history: Another shop performed sequential module replacements over multiple visits. Case declared
unresolvable.

Diagnostic steps:

Step 1. Client interview
No water events, no jump-starts. Failure was sudden and total — vehicle was driving
normally, then was not. Sudden total failure with no precipitating event suggests a bus-
level infrastructure fault rather than independent multi-module hardware failure.

Step 2. Oscilloscope to CAN-H/CAN-L
Bus held constant dominant: CAN-H at 3.5V, CAN-L at 1.5V, no transitions. One node is
continuously pulling the bus to dominant state.

Step 3. Sequential node isolation
Nodes disconnected one by one. On disconnection of BCM harness connector: bus
returned immediately to normal recessive state.

Step 4. Connector probe
Four of twelve BCM connector terminals showed visible green corrosion on CAN-H and
CAN-L pins. Resistance CAN-H to chassis ground: 14 Q (target: open circuit). Corroded
terminals creating resistive path from CAN-H to ground — holding bus permanently
dominant.

Step 5. Repair and verification
Four terminals cleaned, re-terminated. Connector sealed. Post-repair bus measurement:
amplitude 2.1V, waveform normal. Full DTC scan: all prior codes were network-
propagation artifacts — cleared without return.

Root cause: Four corroded contacts in a single BCM connector.

Repair: Terminal cleaning, re-termination, connector sealing. Parts cost: terminal repair kit.
Verification: Full CAN waveform within spec, all modules present, clean DTC scan, 20-minute
road test — zero return faults.

Why standard practice failed: Module replacement — even correct sequential module
replacement — cannot resolve a physical connector fault. Each replaced module passes its own
internal tests but still fails to communicate because the bus it connects to is held dominant by the
corroded connector.




What this case demonstrates: Physical bus faults —a common root cause of complete network
communication loss — are not detectable through standard OBD diagnostics alone. Oscilloscope
measurement and node isolation located the fault in a single session that a multi-visit module
replacement sequence could not resolve.

10.2 Water-Damaged ECU - Failed Driver IC, Firmware Intact

Vehicle: 2018 Volkswagen Tiguan

Presentation: Persistent battery drain, multiple warning lights across engine, transmission, and body systems.
Alternator replaced twice by two previous shops.

Prior history: Dealership quoted $1,450 for ECU replacement and three-week parts lead time.

Diagnostic steps:

Step 1. Client interview
Water intrusion under dashboard during heavy rain approximately three months before
current symptoms appeared. Symptoms developed gradually over several weeks. This
onset profile combined with the water history immediately points to moisture damage to
electronics — not mechanical or alternator failure.

Step 2. OBD scan and oscilloscope
OBD: ECU responding but with 17 DTCs spanning engine, transmission, and body —
inconsistent with any single component failure. Oscilloscope: CAN bus waveform normal.
Fault is module-internal, not a network-level problem.

Step 3. Bench assessment
Ultrasonic cleaning reveals moisture damage to alternator control circuit area of ECU
board. Microscope at 40x: 44-pin QFP driver IC shows white corrosion residue extending
under package body, bridging leads 7 and 8. Firmware: all sectors intact, boot sector clean.
Hardware-only repair required.

Step 4. Component repair
QFP driver IC removed (hot air station, 300°C). Pads cleaned. Replacement IC installed.
Post-solder microscope: all 44 joints with uniform fillet, no bridges. Current draw: 0.34A
at 12V — within normal range for this module.

Step 5. Post-repair
Conformal coating applied. Module reinstalled. Coded with ODIS Engineering. Road test:
all 17 prior DTCs cleared, zero active DTCs on post-road-test scan. Battery drain resolved
— client confirmed over 3-day follow-up.

Root cause: Single corroded QFP driver IC (alternator field driver) on ECU board — corrosion
bridging two leads, causing incorrect alternator signals and cascading DTCs.

Repair: QFP driver IC replacement, conformal dielectric coating applied. Cost to client: $600.

Verification: Zero active DTCs on post-road-test scan. Client confirmed battery drain resolved
over 3-day follow-up.



Why standard practice failed: Prior shops replaced the alternator twice — addressing a
symptom of ECU malfunction, not its cause. Without bench assessment and microscope
inspection, the IC-level fault inside the ECU is not identifiable through standard OBD-based
diagnostic methods.

What this case demonstrates: A single failed IC can generate multi-system fault symptoms.
Component-level bench assessment identifies the exact failed component. The entire $1,450
module replacement cost was unnecessary.

10.3 Firmware Recovery — Interrupted Programming Attempt

Vehicle: 2019 BMW 3 Series

Presentation: Transmission control module (TCM) completely non-responsive via OBD after a software update
attempt at a non-dealer shop. Vehicle in transmission limp mode, no gear selection available.

Prior history: The shop that attempted the update declared the TCM 'bricked' and refused further responsibility.
BMW dealership quoted 32,800 for OEM TCM replacement plus dealer coding.

Diagnostic steps:

Step 1. Client interview and OBD
Symptom onset was immediate — within seconds of the update attempt. No mechanical
symptoms before the event. OBD: zero response from TCM on any attempt. Module is
entirely absent from network.

Step 2. Oscilloscope
CAN bus signal present and normal. TCM is absent, but bus is healthy. No node isolation
needed — this is a module-internal firmware fault, not a network fault.

Step 3. Bench assessment
TCM removed. Board examined under microscope: physically intact, no thermal damage,
no corrosion, no component damage. Flash chip identified: NOR Flash 29F800 compatible,
TSOP-48. In-circuit clip connection established successfully.

Step 4. Firmware analysis
Chip read: boot sector (first 64 kB) contains approximately 60% of valid firmware data
followed by OxFF fill. Remaining 1,984 kB of chip are correctly programmed. The update
was interrupted during boot sector write — the processor cannot begin execution with
incomplete boot code.

Step 5. Recovery and coding
Write correct complete boot sector from BMW technical database. Leave all other sectors
untouched — they are correctly programmed. Write time: 4 minutes. Verify read-back byte-
for-byte. TCM reinstalled: immediate OBD ping on first ignition cycle. ISTA: TCM
coding, VIN match confirmation, full transmission adaptation run.

Root cause: 38 kB of missing boot sector code — direct result of power loss or communication
drop during update procedure, leaving the boot sector write incomplete.

Repair: Write correct boot sector via in-circuit clip programmer. 4 minutes write time. Cost to
client: $1,000.



Verification: Immediate OBD ping response, all gears normal on road test, adaptive shift
behavior restored, zero DTCs.

Why standard practice failed: Standard industry workflows do not commonly include a
recovery path for a module that does not respond to OBD. In most service environments, module
replacement is the standard available option — even though the TCM had zero hardware damage
and zero data corruption outside the boot sector.

What this case demonstrates: A module that appears 'bricked' may have no hardware damage
at all. Direct chip firmware recovery restores OBD-non-responsive modules without hardware
replacement, preserving all original coding, calibration, and adaptation data.

10.4 Multi-Module Cascading Fault — Single Connector Root Cause

Vehicle: 2020 Mercedes-Benz GLC 300

Presentation: 23 active DTCs across 8 systems. Multiple warning lights. All fault codes appeared within a 48-
hour period.
Prior history: Dealership assessment produced a quote of 813,000 for full wiring harness replacement.

Diagnostic steps:

Step 1. Oscilloscope before any OBD work
CAN-H/CAN-L: signal present but degraded. Differential amplitude: 1.2V (target 2.0V).
Waveforms asymmetric. This degraded pattern indicates a partial resistive fault on the bus
—not a hard short, not a module failure.

Step 2. Sequential node isolation
Nodes disconnected in sequence. On disconnection of one 24-pin connector block near the
firewall: bus amplitude immediately recovered to 2.0V, waveform symmetry normalized.
Fault is in this connector.

Step 3. Connector physical inspection
Connector disassembled: visible water tracks on connector body, moisture residue on
terminal faces. Six terminals with corrosion deposits. Two of the corroded terminals were
CAN-H and CAN-L lines — creating a partial resistive bridge between them, reducing
differential amplitude and generating partial dominant states that all connected modules
interpreted as communication errors.

Step 4. Repair
Six terminals cleaned and re-terminated. Connector sealed against future moisture entry.
Bus measurement post-repair: amplitude 2.05V, waveforms symmetric, within
specification.

Step 5. Post-repair scan
All 23 DTCs were network-propagation artifacts — generated by modules reacting to the

degraded bus signal, not by independent hardware failures. All 23 cleared without return
on post-road-test scan.

Root cause: Six corroded terminals in one 24-pin firewall connector, creating a partial resistive
bridge between CAN-H and CAN-L that degraded bus amplitude across the entire network.



Repair: Terminal cleaning and re-termination, connector sealed. Cost to client: $1,400.

Verification: Bus amplitude within specification, all modules present and communicating, 23
prior DTCs cleared, zero active DTCs on post-road-test scan.

Why standard practice failed: Treating each DTC as an independent fault generates a multi-
module replacement sequence that cannot find a connector fault. The $13,000 harness
replacement quote was the product of not having a method to locate a bus-level physical fault.
What this case demonstrates: Multiple simultaneous DTCs almost always indicate one shared
infrastructure fault. Oscilloscope-based diagnosis established the nature and location of the fault
within the first five minutes. Physical fault found: six corroded terminals. $11,600 saved vs. the
harness replacement quote.

10.5 Immobilizer Fault — ISN Mismatch After Battery Event

Vehicle: BMW 5 Series (F'10 platform)

Presentation: Vehicle will not start after battery replacement. Immobilizer warning active. Key not recognized
by vehicle.

Prior history: Workshop performed battery replacement. Subsequent key re-learning attempt with ISTA failed
with 'mismatch’' error.

Diagnostic steps:

Step 1. OBD assessment

DME reports: 'EEPROM data mismatch.' CAS module reports: 'DME serial number
mismatch.' Key re-learning procedure via ISTA fails to complete — mismatch error at ISN
comparison step.

Step 2. EEPROM comparison via direct chip read
Direct chip read from both DME and CAS via in-circuit programmer. Extract ISN
(Individual Serial Number) data from both binary dumps. ISN mismatch confirmed: CAS
contains correct ISN; DME EEPROM was partially reset during the battery replacement
event.

Step 3. ISN restoration
Write correct ISN data to DME EEPROM, preserving all other EEPROM content.
Reconnect. Re-execute key re-learning via ISTA.

Step 4. Verification

Key re-learning completes successfully. Vehicle starts normally. Road test: no return of
immobilizer fault codes.

Root cause: ISN mismatch in DME EEPROM — DME EEPROM partially reset during battery
replacement event, causing immobilizer pairing verification to fail.

Repair: Direct EEPROM chip write to restore correct ISN to DME, all other EEPROM content
preserved. Cost: $350.

Verification: Key recognized, vehicle starts without immobilizer intervention, no return of
immo fault codes on road test.



Why standard practice failed: OEM software key re-learning requires verified ISN match to
complete. When ISN is mismatched, the procedure fails and standard workflows do not generally
include a recovery step short of module replacement — even though both modules are fully
functional.

What this case demonstrates: EEPROM-level data restoration resolves immobilizer faults that
are data mismatches, not hardware failures. Only a specific set of bytes in one module's
EEPROM required correction. Module replacement was unnecessary.



11. Repair Path Selection Table

After completing Bench Assessment (Section 7), use this table to select the correct repair path
based on the combination of findings. Multiple columns may be marked for a single case.

(burned substrate,
shattered BGA)

Bench Assessment Finding RCe (;:15 > FW Recovery? | Wiring Repair? Repair Path
Physical connector/wiring No No Yes Connector/wiring repair
fault found during node — verify via Section 6.1
isolation — Step 9 of algorithm
Specific failed IC identified, | Yes No No Section 8§ — Section 8.4
PCB physically intact if water exposure

history
Firmware corruption only, | No Yes No Section 9 (Firmware
no hardware damage Recovery)
Hardware damage AND Yes Yes No Section 8 first, then
firmware corruption both Section 9 — both before
present reinstallation
Water exposure, hardware | No No No (clean+coat) | Sections 7.2 Step 3
intact, firmware intact (cleaning) — Section
8.4 (conformal coating
only)
Water damage + component | Yes Yes No Section 8 — Section 8.4
damage + firmware damage — Section 9 — in that
order
ISN/VIN mismatch, board | No EEPROM only No Section 9.3 EEPROM
physically intact data restore only — no
full firmware write
PCB physical destruction N/A N/A N/A Document findings —

recommend OEM
replacement to client

12. Acceptance Criteria by Repair Type

A repair is complete only when ALL acceptance criteria for its type are met. 'Clean DTC scan'
means zero active faults on a post-road-test scan — not just codes cleared after ignition cycle.

Repair Type

Acceptance Criteria (ALL must be met)

CAN bus / connector /
wiring repair

CAN-H dominant: 3.5V £0.2V | CAN-L dominant: 1.5V £0.2V | Differential
amplitude: >1.7V | Termination resistance: 60Q +5Q | All expected modules
present and communicating on full system OBD scan | Zero active DTCs on

post-road-test scan

Component-level ECU
repair

Replaced component verified under microscope (uniform fillet, no bridges, no
cold joints) | Post-repair current draw within 20% of pre-repair baseline | No




new DTCs introduced on reinstallation | All OEM coding and adaptation
sequences completed | Zero active DTCs on post-road-test scan

Firmware recovery Module responds to OBD ping | Read-back of written firmware matches
intended image byte-for-byte (verified before reinstallation) | All OEM coding
and adaptation sequences completed | Zero active DTCs on post-road-test scan

Water damage repair Board fully dried before any electrical work (60°C, 45 min minimum) | All
corrosion-damaged components replaced | Conformal coating applied and UV
inspection confirms full coverage | Zero active DTCs on post-road-test scan

Immobilizer / ISN repair Key recognized by vehicle on first attempt | Vehicle starts without immobilizer
intervention | No immobilizer-related DTCs on post-road-test scan

Any completed repair Full system OBD scan: zero active DTCs | Oscilloscope CAN waveform within
spec (if bus fault was repaired) | Road test minimum 20 minutes completed |
Client repair summary prepared and delivered | Case file retained




13. Common Diagnostic Mistakes

These eight mistakes account for the majority of incorrect diagnoses, unnecessary parts
replacements, and unresolved cases in complex automotive electronic failures. Each represents a
specific point where the standard approach fails.

1. Clearing DTCs before recording oscilloscope baseline
DTCs contain freeze-frame data that provides diagnostic context. Clearing before
oscilloscope baseline is recorded destroys that context. Always record oscilloscope
waveform and full pre-repair DTC scan before clearing anything.

2. Connecting OBD scanner before oscilloscope
The scanner connects to the network and may alter bus behavior during diagnosis.
Oscilloscope measurement must precede any scanner connection. The waveform must
represent the unperturbed network.

3. Replacing modules before checking CAN bus waveform
This is the most costly diagnostic error in complex cases. A bus-level physical fault
generates DTCs for every module on the affected bus. Replacing modules one by one
cannot resolve a connector or wiring fault — the physical root cause remains untouched. In
any multi-module failure presentation, oscilloscope measurement of the physical bus layer
should be the first diagnostic step before module-level assessment begins.

4. Treating 15—40 simultaneous DTCs as 15-40 independent failures
In a CAN network, one infrastructure fault generates one DTC per affected module. Twenty
DTCs across eight systems almost always means one fault source, not twenty. Diagnose at
infrastructure level first.

5. Applying power to a wet or contaminated board before cleaning
Applying power to a water-contaminated board causes electrolytic corrosion and can
destroy additional components. Ultrasonic cleaning and full drying (60°C, 45 minutes
minimum) must precede all electrical testing on any board with moisture exposure history.

6. Writing firmware before saving the EEPROM backup
Once a firmware write begins, existing chip contents are overwritten sector by sector. If the
backup is not saved first and the write fails, the original VIN, ISN, calibration, and
adaptation data may be unrecoverable. Step 4 of Section 9.3 is non-negotiable.

7. Assuming a non-responsive module has hardware damage
A module that does not respond to OBD is commonly assumed to have failed hardware. In
the majority of referred cases, the non-responsive state is firmware corruption from an
interrupted write — with no hardware damage at all. Bench assessment and firmware state
evaluation must precede any hardware repair attempt.

8. Releasing the vehicle after bench verification only
Latent failures in component-level repairs may not surface under bench conditions —
thermal load, vibration, variable electrical demand. A bench-verified repair that is not road-
tested has not been fully verified.



14. Technician Checklists

Use these checklists at the corresponding workflow stage. Each item must be confirmed before
proceeding. Print and post in the diagnostic bay and bench work area.

14.1 Before Diagnosis — Beginning of Every Case

v | Checklist Item

0 | Client interview completed: symptom history, battery events, water events, prior repairs all documented
O | Vehicle photographed: ECU locations, connectors, warning lights, inoperative systems recorded

O | VIN and mileage recorded

O | Oscilloscope connected to CAN-H (OBD pin 6) and CAN-L (OBD pin 14) — BEFORE scanner

O | Oscilloscope waveform recorded with ignition ON and engine running — screenshot saved

O | Full system OBD scan completed — all DTCs and module response status recorded

O | Codes NOT cleared at this stage

14.2 Before Bench Work — Before Any Module Disassembly

v | Checklist Item

O | Module photographed externally: connector, housing, any visible damage

O | Module part number and hardware version recorded

O | PCB photographed front and back BEFORE any cleaning

O | Water exposure history confirmed: if YES — ultrasonic cleaning before any electrical work
O | If cleaned: board fully dried at 60°C minimum 45 minutes before proceeding

o | ESD mat placed and wrist strap worn before touching PCB

o | Bench power supply set to 12V, current limit 1.5A before any power application

14.3 Before Firmware Write — Before Any Chip Write Operation

v | Checklist Item

0 | Chip type and exact part number identified and recorded

0 | Correct programmer selected and configured for exact chip model (not generic)
O | Programmer detects chip without errors — connection verified before proceeding
O | Voltage level verified: 3.3V or 5V per chip type




0 | Complete binary backup READ and SAVED - file size matches chip capacity

O | Known-good reference firmware file obtained for same module part number and hardware revision
0 | Firmware analysis completed — corruption type identified, write strategy selected

0 | EEPROM data region confirmed intact, or backup data available for restoration

14.4 Before Vehicle Release — Before Returning Vehicle to Client

v | Checklist Item

O | All required OEM coding and adaptation sequences completed

O | Full system OBD scan: zero active DTCs

0 | If CAN bus fault was repaired: oscilloscope confirms waveform within specification

0 | All modules present and communicating on network scan

O | Road test completed: minimum 20 minutes, highway + stop-and-go + full electrical load

0 | Post-road-test OBD scan: zero active DTCs (no return on road test)

0 | Client repair summary prepared: fault found, root cause, repair performed, parts replaced

O | Case file retained: oscilloscope waveforms, microscope photos, firmware backup, pre/post scans




15. Expected Results of Applying the Methodology

The following outcomes represent the expected results when this methodology is applied
correctly. These are documented outcomes drawn from the UR AUTO REPAIR LLC case
history — not projections. The methodology has been applied across the full active case history of
the practice, encompassing over 200 complex electronic repair cases documented in internal case
records (Appendix A), involving vehicles referred from dealerships, independent repair shops,
and fleet operators across the Florida Panhandle region, including a significant proportion of
cases that other facilities had previously declared unresolvable.

Case Type / Metric

Expected Result (This
Methodology)

Standard Industry Outcome

Cases previously declared
unresolvable by other shops

Resolvable in the majority of
instances through physical-layer
diagnosis, bench assessment,
and direct chip access

Declared unresolvable after module
replacement sequence; case closed or
harness replacement quoted

CAN bus communication
failures

Root cause identified in a single
session through oscilloscope
and node isolation; resolved
without speculative module
replacement

Module replacement sequence, frequently
unresolved; $3,000-$8,000 in parts

ECU hardware failures

Component-level repair at 20—
30% of OEM module cost;
original module retained with
all factory data intact; dealer
coding typically not required

OEM module replacement: $1,500—
$4,500 + labor + dealer coding

OBD non-responsive modules
(firmware)

Restored to full OBD
communication through direct
chip firmware recovery; all
original data preserved

No standard recovery path; OEM
replacement typically quoted

Water-damaged ECUs

Repairable in majority of cases;
board cleaned, damaged
components replaced, conformal
coating applied

Commonly written off; OEM replacement
quoted

Multi-module simultaneous
faults (15-40 DTCs)

Single physical fault source
identified; all propagation
artifacts clear without further
module replacement

Each DTC treated independently; leads to
harness replacement quote

Time to resolution

1-2 business days

3—6 weeks (OEM parts lead time)

Cost to client — typical complex
case

$300-$1,400

$1,500-$15,000 depending on case type
and escalation path




16. Performance Record

The figures below are supported by the evidence categories listed in Appendix A, including
internal case records, pre- and post-repair scans, repair invoices, dealership quotes, and retained
technical documentation. The following figures reflect documented case outcomes at UR AUTO
REPAIR LLC. Industry baseline sourced from: RepairPal repair cost database; AAA automotive
repair cost surveys; SAE technical publications.

Metric

This Methodology

Standard Industry

Success rate — complex electronic cases

Exceeds 95% of referred
complex cases resolved,
based on internal case
records covering over 200
documented cases
(Appendix A), including
cases previously declared
unresolvable elsewhere

Low repair rate in standard practice;
component-level repair is not a
standard industry service offering —
replacement is the dominant response
path

Average resolution time

1-2 business days

3—6 weeks (OEM parts ordering lead
time)

Cost — ECU hardware failure

$300-$900 (component
repair, original module
retained)

$1,500-$4,500 module replacement +
labor + dealer coding

Cost — water damage case

$500-$2,000 (board repair
+ conformal coating)

$1,500-$15,000 (module or harness
replacement)

Cost — firmware corruption

$300-$800 (direct chip
firmware recovery)

$1,500-$4,500 module replacement —
typically the only available path in
standard workflows

Cost — CAN bus communication failure

$400-$1,400
(connector/wiring repair
after isolation)

$3,000-$8,000 (module replacement
sequence, frequently unresolved)

Per-case client savings (typical)

$1,000-$3,000

N/A (baseline)

Cases declared unresolvable elsewhere
—resolved

Standard referral type for
this practice

Closed without resolution

Documented repair failures

Physically destroyed
boards only — a small
minority of referred cases;
the majority of cases
arriving after being
declared unresolvable
elsewhere involve
recoverable fault types

Not tracked — common in complex case
category







17. Public Availability and Industry Use

This methodology is not solely an internal operating procedure for UR AUTO REPAIR LLC. It
has been structured as a technical reference for automotive electronics professionals and is
actively made available through multiple distribution channels so that the diagnostic and repair
approaches it documents can serve the broader professional field.

The decision to publish the methodology publicly reflects the nature of the knowledge it
contains. Physical-layer CAN bus isolation, component-level ECU repair, direct firmware
recovery, and EEPROM/ISN data preservation are capabilities not commonly covered within
standard automotive training programs. Technicians who encounter complex electronic failures
and lack access to these techniques have limited structured reference material within the existing
published literature. This methodology fills that gap.

Public distribution channels for this methodology, active and ongoing:

18. LinkedIn technical articles covering the methodology sections — CAN physical-layer
diagnostics, firmware recovery, water damage repair, and multi-module fault
interpretation — published under Yurii Breusov's professional profile and accessible to the
automotive electronics community.

19. PDF version of this methodology document published on the UR AUTO REPAIR LLC
professional website, available for direct download by other technicians and shops.

20. Participation in technical forum discussions for automotive electronics professionals,
where complex electronic cases and the diagnostic approaches in this methodology are
discussed with other practitioners.

21. Ongoing direct professional discussion with other repair shops and electronics
technicians who refer complex cases, including sharing of diagnostic approaches and case
findings.

22. Active use as reference material in technical consultations and case reviews with other
professionals who refer or co-work complex cases.

The public dissemination of this methodology is consistent with its purpose: to transfer a body of
practical technical knowledge — accumulated through years of case work on problems that
standard industry approaches frequently could not resolve — to professionals in the field who
encounter the same categories of failure.

17.1 Methodology Implementation and Case Volume

The methodology documented in this manual has been applied across the full active case history
of UR AUTO REPAIR LLC. The practice was built around this approach from its earliest
complex electronic cases, and referred complex electronic cases are routinely worked through
this diagnostic and repair framework.

The case volume includes: over 200 complex electronic repair cases documented in internal case
records (Appendix A), involving vehicles referred from independent repair shops, dealerships,
and fleet operators; a documented proportion of cases arriving after prior repair attempts at one
or more other facilities had not produced resolution; repeat referrals from the same shops,
reflecting ongoing professional trust in the outcomes; and geographic reach extending across the



Florida Panhandle region, with cases referred from facilities that do not perform this category of
work in-house.

Cases declared unresolvable elsewhere — meaning the previous facility had exhausted its
standard diagnostic and repair options without resolving the fault — represent a documented
referral category. These cases are accepted as standard intake at UR AUTO REPAIR LLC and
resolved through the procedures described in this methodology. As documented in Section 16,
the resolution rate for this referral type exceeds 95%, with non-repairable outcomes limited to
cases of physical hardware destruction.

Annual volume, repair type distribution by category (CAN bus / component / firmware / water
damage), and client cost comparison figures are maintained in the internal case records
referenced in Appendix A and are available to support professional review of the methodology’s
documented impact.



18. Limitations and Non-Repairable Cases

This methodology does not guarantee repair in every complex electronic case. There are specific
failure conditions that fall outside practical repair viability regardless of the diagnostic and repair
approach applied. Recognizing these conditions accurately is part of the professional judgment
embedded in the methodology.

The following categories represent documented non-repairable conditions:

23. Burned multi-layer PCB substrate with inner layer separation. When the PCB laminate
has been damaged by thermal event to the point that inner copper layers have separated
from the substrate, repair of individual surface components cannot restore electrical
integrity.

24. Cracked PCB with fractured inner traces not accessible for surface repair. Mechanical
damage that breaks traces on inner layers — not reachable by standard trace repair —
generally makes reliable restoration impractical.

25. Destroyed processor package with no compatible replacement component available, or
with no usable firmware source for the specific hardware revision.

26. Missing EEPROM / ISN / calibration data with no usable backup or compatible donor
source, where the vehicle-specific data is not practically recoverable.

27. Vehicle-side harness damage too extensive to localize within a single diagnostic session,
where multiple wiring faults exist throughout the harness and no central connector fault is
isolable.

28. Safety-critical module damage where component-level repair is not appropriate under
applicable law, manufacturer constraints, or liability considerations.

In all non-repairable cases, the methodology still provides value by accurately identifying the
failure source, documenting the physical nature of the damage, and providing the client with a
specific explanation of why repair is not viable. This is more useful than a declaration of
'unresolvable' without a documented cause — it gives the client accurate information for the
replacement decision.

Physically destroyed boards represent a small minority of complex electronic cases referred to
UR AUTO REPAIR LLC. The majority of cases that arrive after being declared unresolvable
elsewhere involve connector faults, component-level IC failures, or firmware corruption — all of
which are recoverable through the procedures documented in this methodology.

19. Equipment and Software Specifications

19.1 Diagnostic and Repair Equipment

Equipment Specification Application

Oscilloscope 2-channel min., 10 MHz BW, 100 | CAN-H/CAN-L physical layer measurement,
MS/s, math channel node isolation monitoring




Binocular stereo
microscope

10x—40x, ring illumination,
working distance >80 mm

PCB inspection, component ID, post-rework
joint verification

Hot air rework station

50-480°C, calibrated temperature
control, nozzle set (QFP/BGA)

SMD component removal and replacement: QFP,
SO-8, SSOP, BGA

BGA rework station

Programmable thermal profile, IR
or hot air, top+bottom heating

BGA processor removal and replacement with
controlled thermal profile

Ultrasonic cleaning
tank

40 kHz transducer, 40°C
temperature control, automotive-
grade solution

Water damage board preparation — contamination
removal before inspection

EEPROM/Flash MiniPro TL866-II Plus, RT809H; | Firmware read/write, in-circuit Bench/Boot mode
programmer Xhorse VVDI Prog (OEM- access

specific)
Bench power supply 0-30V, 0-10A, dual display, Module bench testing, powered circuit

current-limited with adjustable trip

assessment, post-repair verification

OBD pass-through
interface

BMW ICOM A2/A3; Mercedes
C4/C5 MUX; VCDS cable
(VAG); Mongoose (Toyota);
MDI2 (GM)

OEM software communication for coding and
adaptation sequences

Temperature-
controlled oven

0-150°C, forced air circulation,
timer

PCB drying after ultrasonic cleaning; conformal
coating cure

19.2 OEM Diagnostic and Programming Software

Software

Vehicle Makes

Primary Functions Applied

DTS Monaco /
Vediamo

Mercedes-Benz, Smart
(Daimler group)

ECU programming, SCN online coding, adaptation
channel access, byte-level parameter editing, guided
diagnostics

ISTA-D /ISTA-P/
INPA

BMW, Mini, Rolls-Royce

Module coding, flash programming (ISTA-P), key
learning, CBF diagnostics (INPA), complete system
adaptation

ODIS Engineering VW Group (VW, Audi, Full system coding, SVM channel coding, flash
Skoda, Seat, Porsche) programming, guided fault finding, parameter value

access

Techstream Toyota, Lexus ECU initialization, smart key programming, active test,
custom coding, system reset functions

IDS / FJDS Ford, Lincoln Module programming, PATS immobilizer programming,
powertrain calibration

GDS2/MDI2/SPS | GM (Chevrolet, Buick, SPS module reflash, VIN write, module configuration,

Cadillac, GMC)

CALS calibration




Appendix A — Evidence Map

The following evidence categories support the claims made in this document regarding
methodology application, case outcomes, and performance results. Each category corresponds to
documentation maintained in UR AUTO REPAIR LLC case records.

A.1 Internal Case Records

Pre-repair diagnostic scans — full system OBD reports showing all active DTCs and
module communication status before any repair work

Post-repair diagnostic scans — full system OBD reports confirming resolution of all pre-
repair faults and absence of new faults

Client repair summaries — written summaries delivered to clients documenting fault
found, root cause, repair performed, and parts replaced

Repair invoices — itemized records of work performed and costs charged, supporting cost
comparison figures

Vehicle intake records and follow-up confirmation records

A.2 Technical Documentation

Oscilloscope screenshots of CAN-H / CAN-L waveforms — baseline, fault state, and post-
repair waveforms from documented cases

Microscope photographs of PCB damage and repaired components — before and after
component replacement

Firmware backup files and read-back verification records from chip-level recovery
operations

OEM software coding and adaptation logs confirming completion of post-repair
programming sequences

A.3 External Comparison Evidence

Dealership repair quotes provided by clients prior to referral — supporting cost
comparison figures cited in this document

Prior shop diagnostic reports and records of failed repair attempts — supporting case
resolution claims

Public repair cost databases (RepairPal, AAA) and SAE reference materials — supporting
industry baseline figures

A.4 Public Dissemination Evidence

LinkedIn publications — screenshots with dates, links, and engagement metrics where
available

Website publication screenshots with publication date



Forum publication screenshots and professional responses or inquiries

A.5 External Recognition and Professional Validation

This section documents external evidence that professionals in the automotive electronics field
recognize the practical value of the methodology developed and applied by Yurii Breusov at UR
AUTO REPAIR LLC. The evidence is not limited to internal records — it reflects independent
professional recognition by other practitioners and clients.

Referral letters and statements from repair shops — Written statements from
independent repair facilities and dealerships confirming that they refer complex
electronic cases to UR AUTO REPAIR LLC because the cases exceed their internal
diagnostic and repair capabilities. These statements document the professional
recognition that the methodology produces outcomes not achievable through standard
workflows.

Client affidavits and testimonials — Written client statements documenting specific
cases in which standard repair options (dealership module replacement, harness
replacement, declarations of unrepairable status) had been exhausted before referral to
UR AUTO REPAIR LLC, and in which the methodology produced resolution.
Statements include client-provided dealership quotes for comparison.

Recommendation letters from industry professionals — Letters from automotive
electronics technicians, shop owners, and technical professionals who have observed or
independently reviewed the diagnostic and repair approach, confirming its technical
validity and practical effectiveness beyond standard industry methods.

LinkedIn engagement and professional responses — Screenshots of LinkedIn technical
articles published by Yurii Breusov on topics covered in this methodology (CAN bus
physical-layer diagnostics, firmware recovery, component-level ECU repair), with
comments and responses from automotive electronics professionals. Engagement from
other practitioners confirms industry recognition of the technical content’s value and
distinctiveness.

Professional forum discussions — Screenshots of technical forum posts and discussions
in which the diagnostic approach or specific methodology techniques are referenced,
discussed, or inquired about by automotive electronics professionals, documenting that
other practitioners engage with and recognize the methodology’s contribution to the field.
Industry award and recognition documentation — Letters of confirmation, judging
certificates, and official documentation from the Global 100 recognition program, which
independently evaluated and recognized Yurii Breusov’s contribution to the automotive
electronics repair field. This recognition reflects an external, structured professional
evaluation process rather than self-reported achievement.



Appendix B — Complex Electronic Case File Template

The following template is used for all complex electronic repair cases at UR AUTO REPAIR
LLC. Completing this template for each case produces the case file documentation referenced in
Appendix A.

Vehicle and Client Information
Vehicle (year / make / model):
VIN:

Mileage:

Client complaint (exact words):

Symptom onset: 0 Sudden o Gradual o Intermittent o After repair o After battery event o
After water exposure

Diagnostic History

Battery events (jump-start, replacement, charging):

Water exposure history:

Prior repair attempts (modules replaced, wiring repaired, programming attempted):

Prior programming attempts and outcomes:

Was the case declared unresolvable elsewhere? o Yes 0 No o Unknown

Pre-Diagnosis Documentation
Warning lights active:

Systems inoperative:

Vehicle photographed before work: o Yes

CAN Bus Oscilloscope Baseline (SOP-01)

CAN-H dominant voltage: V (target 3.5V +0.2V)
CAN-L dominant voltage: V (target 1.5V +0.2 V)
Differential amplitude: V (target >1.7 V)
Termination resistance: Q (target 60 Q £5 Q)

Waveform status: o0 Normal o Degraded amplitude o0 Bus dominant o No signal o No traffic



OBD Scan Results
Modules responding:
Modules absent:

DTC summary:

Diagnosis and Repair
Decision Point A result:

Decision Point B result:

Repair path selected: o Connector/wiring o Component repair o0 Firmware recovery O
Combined

Bench assessment findings (PCB condition, damaged components, firmware state):

Repair performed:

Parts replaced:
OEM coding / adaptation completed: o Yes o N/A

Final Verification
Post-repair OBD scan: 0 Zero active DTCs o Faults present (list):

Oscilloscope waveform confirmed within spec: 0 Yes o N/A (no bus fault)
Road test completed (minimum 20 minutes): O Yes

Post-road-test DTC scan: o Zero active DTCs

Client summary delivered: o Yes

Case file archived: o Yes



Appendix C — CAN Waveform Reference Library

This appendix provides a structured reference for oscilloscope waveform types encountered
during CAN bus physical-layer diagnosis. Each entry defines the waveform characteristic, its
interpretation, and the diagnostic action it requires. Oscilloscope screenshots corresponding to
each waveform type are retained in UR AUTO REPAIR LLC case records, documented per case
as described in Appendix A and Appendix B.

For each documented oscilloscope screenshot retained in case records, the following information
is recorded alongside the image:

e Vehicle (year / make / model)
Fault type / presentation

CAN-H voltage measured
CAN-L voltage measured
Differential amplitude measured
Diagnostic interpretation applied
Repair path selected and outcome

Reference Waveform Types

Type 1 — Normal HS-CAN Waveform. CAN-H 3.5V dominant / 2.5V recessive. CAN-L 1.5V
dominant / 2.5V recessive. Dense continuous traffic at 500 kbps with engine running.
Differential amplitude approximately 2.0V. This is the baseline against which all fault
waveforms are compared.

Type 2 — Low Differential Amplitude. Differential amplitude below 1.5V. Signal present but
degraded. Indicates partial short CAN-H to CAN-L, or a node with a weak or corroded driver IC.
Diagnostic action: execute node isolation protocol.

Type 3 — Bus Held Constant Dominant. CAN-H fixed at approximately 3.5V, CAN-L fixed at
approximately 1.5V, no transitions between dominant and recessive states. One node is holding
the bus in a permanent dominant state — shorted driver IC or external wiring short. Diagnostic
action: execute node isolation to find the source node.

Type 4 — Missing or Abnormal Recessive State. Bus transitions to dominant normally but
recessive voltage is wrong or unstable. Indicates termination resistor fault or impedance
mismatch from a damaged wiring stub. Diagnostic action: measure termination resistance,
inspect wiring for splice damage.

Type S — Intermittent Signal Drop. Waveform disappears and returns during observation
period. Indicates corroded connector with intermittent contact, or damaged wire insulation with
intermittent chassis ground. Diagnostic action: flex/wiggle test on harness during observation.

Type 6 — No Signal (Both Channels Flat). Both CAN-H and CAN-L at zero or at supply rail.
Complete loss of bus signal. Indicates open CAN line between terminators, or complete power
loss to all network nodes. Diagnostic action: check OBD port power, probe bus at multiple points
to locate the open.



Type 7 — Bus Present, No Traffic. CAN-H and CAN-L both at 2.5V (mid-rail), no transitions.
Bus in permanent recessive state — no node is transmitting. Indicates all nodes unpowered, or all
nodes have entered bus-off state after a fault event. Diagnostic action: check power supply to
each node; key cycle and re-test.

Type 8 — Post-Repair Normalized Waveform. Waveform after repair confirmed within
specification. Serves as post-repair verification screenshot. Demonstrates that the repair resolved
the bus-level fault.



Appendix D — Technician Knowledge Check

The following questions test comprehension of the methodology's key diagnostic and repair
principles. This knowledge check is intended for technicians learning the methodology and for
verification that the workflow has been correctly understood before application to real cases.

Question 1. A vehicle arrives with 23 active DTCs across 8 systems, all appearing within the
same 48-hour period. What is the correct first diagnostic step?

Correct answer: Connect an oscilloscope to CAN-H (OBD pin 6) and CAN-L (OBD pin 14)
and record the bus waveform before connecting any OBD scanner. Multiple simultaneous
DTCs almost always indicate one shared infrastructure fault, not multiple independent
module failures. Physical-layer waveform analysis must precede module-by-module
diagnosis.
Question 2. CAN-H is at 3.5V and CAN-L is at 1.5V continuously with no transitions between
dominant and recessive states. What does this indicate, and what is the next step?

Correct answer: The bus is held in a permanent dominant state. One node is holding the bus
low — either through a shorted internal driver IC or an external wiring short to
battery/ground. The next step is the sequential node isolation protocol: disconnect nodes
one at a time while monitoring the oscilloscope. When bus signal normalizes on a
disconnection, that node is the fault source.

Question 3. A module is absent from the OBD network scan, but the CAN bus waveform is
normal and within specification. What is the correct next step?

Correct answer: Proceed directly to bench assessment on the absent module. If the bus
waveform is normal, the fault is not in the network infrastructure — it is internal to the
module itself. No further network-level isolation is required.

Question 4. A module does not respond to OBD communication at all after an attempted
software update. Before declaring it unrecoverable, what diagnostic steps should be taken?

Correct answer: Remove the module and perform bench assessment. Connect an in-circuit
programmer directly to the EEPROM or Flash memory chip — bypassing the OBD interface
entirely. Read the chip contents and compare against a known-good reference firmware file.
An interrupted firmware write (partial boot sector) is recoverable by writing the correct data
to the chip. The module itself may have no hardware damage.

Question 5. Why must the EEPROM data region be identified and preserved before writing
firmware to a control module?

Correct answer: The EEPROM region contains vehicle-unique data: VIN, Individual Serial
Number (ISN) used for immobilizer pairing, factory calibration offsets, and customer
adaptation values. If this region is overwritten with blank or generic values, the module will
no longer be accepted by the vehicle and key re-learning will fail. This data cannot always
be recovered from another source.

Question 6. A component-level ECU repair has been completed on the bench. Current draw and
microscope inspection both pass. Can the vehicle be released to the client at this point?



Correct answer: No. A road test under real operating conditions is mandatory before vehicle
release. Thermal load, vibration, variable electrical demand, and the interaction of multiple
systems under real driving conditions can reveal faults that are not present during bench
testing. Every repaired vehicle must complete a minimum 20-minute road test including a
highway segment, stop-and-go, and full electrical load.
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